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Abstract

This year, the process industry has reached an important milestone in process safety—the acceptance of an internationally recognize
standard for safety instrumented systems (SIS). This standard, IEC 61511, documents good engineering practice for the assessment, desi
operation, maintenance, and management of SISs.

The foundation of the standard is established by several requirements in Part 1, Clauses 5-7, which cover the development of a manageme
system aimed at ensuring that functional safety is achieved. The management system includes a quality assurance process for the entire ¢
lifecycle, requiring the development of procedures, identification of resources and acquisition of tools. For maximum benefit, the deliverables
and quality control checks required by the standard should be integrated into the capital project process, addressing safety, environment:
plant productivity, and asset protection.

Industry has become inundated with a multitude of programs focusing on safety, quality, and cost performance. This paper introduces
protective management system, which builds upon the work process identified in IEC 61511. Typical capital project phases are integrate
with the management system to yield one comprehensive program to efficiently manage process risk. Finally, the paper highlights areas whe
internal practices or guidelines should be developed to improve program performance and cost effectiveness.
© 2005 Elsevier B.V. All rights reserved.
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1. Overview in physical systems, adding protection layers to minimize
risk.
The chemical industry has made great strides over the The management system required in IEC 6191],
last 20 years toward improving process unit performance andClauses 5-7 uses a generalized framework, which integrates
safe operation. This improvement has been gained through ahe various process safety management approaches that have
variety of approaches aimed atidentifying and managing risk. been used successfully throughout the world. Proper plan-
Many countries (e.g., United States of America, the United ning and management of safety instrumented systems (SIS)
Kingdom, Germany, and The Netherlands) have regulationswill obviously improve process safety. One of the most excit-
concerning the management of process risk. Although eaching aspects of the standard is that its management system is
country has named the program differently, the concept of very applicable to other protection layers. In fact, many com-
process safety management is well known. Over the last 20panies have been applying this process to other instrumented
years, the chemical industry has made significant investmentsystems for many years and have seen significant economic
in personnel, adding resources and specialized training, andoenefit, especially when applied to asset protection systems
[2].
Economic benefit can be gained from appropriate invest-
T Tel: +1 281 922 8324x14; fax: +1 281 922 4362, ment in instrumented systems. It is now Fime to look beyond
E-mail address: asummers@sis-tech.com. simple compliance with regulations directed at protect-
URL: www.sis-tech.com. ing workers, the community, and the environment. Many
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companies have long understood the importance of thenon-SIS.Fig. 1 shows the work process and the following
assessment of business risk, process reliability, and procesgroject phases that are covered by the protective management
operability. Consequently, this paper will provide the frame- system:

work for a generalized protective management system.

2. Requirements for an effective protective
management system

The protective management system is applicable to the®

full lifecycle of any instrumented system used to mitigate
process risk. Internal practices are developed to define the

design and engineering requirements for the various classe®
of instrumented systems, such as basic process control sys-

tems, critical alarms with operator response, and protective

instrumented systems, especially safety instrumented sys-®

tems. The overall work process is based on the IEC 61511
lifecycle and includes the additional steps required for the

Hazard and risk analysis—perform hazard and risk anal-
ysis to define required functionality and integrity for each
protective function and allocate each protective function
to a protection layer.

Design basis—develop a specification to achieve the
required functionality and integrity while meeting plant
targets for reliability, maintainability, and operability.
Engineering, installation, commissioning, and vali-
dation—complete protective function implementation fol-
lowing design basis.

Operating basis—define what is required to maintain safe
operation for all operating modes, including start-up, nor-
mal operation, abnormal operation, and shutdown.

) | Identification of Protective Functions
Protective
Management Hazard and
System Risk Analysis
Allocation of Protective Functions to Protective Layers
Design Basis for Safety Design Basis for Non-Safety .
Instrumented System Instrumented Systems %93'9"
(SIS) (non-SIS) asis
Engineering for Safety Engineering for Non-Safety
Instrumented System Instrumented System
Engineering,
Installation,
Commissioning
and Validation
Installation, Commissioning and Validation

Operating Basis Operating
Basis

Mechanical Integrity Mechanical
Integrity

Continuous Improvement Continuous

Improvement

Fig. 1. Overview of the protective management system showing project phases.
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e Mechanical integrity—test and inspect installed equip- i
ment to ensure that it functions as intended and that it
achieves the target integrity and reliability.

e Continuous improvement—review data collected during
the hazard and risk analysis, plant operation, and mainte- .3'«?3:?33"53& PSE%S;:?::H‘:?J&
nance activities to determine whether changes are needed
to maintain or improve protective functions.

High

Each phase is supplemented with internal guidelines and
procedures to ensure compliance with the company’s risk
management philosophy, to support project engineering and
on-going plant maintenance, to serve as a training tool, and
to capture lessons learned. T

The management system, therefore, is intended to: POOR INCONSISTENCY

Low High

uman System

H
“Know What To Do”

Low

e Define an engineering approach to prevention of process
incidents, especially those that involve the release of haz-
ardous chemicals or significant damage to equipment. R

¢ Outline the essential criteria for the various decision- Management System
making processes that occur throughout the life of a pro- "Write What To Do"
cess unit.

e Provide a clear definition of risk criteria in terms of safety,
environmental, and economic protection.

e Incorporate process reliability goals, allowing a balance
between process risk mitigation and process reliability.

e Identify key resource needs, whether expertise, skills,
knowledge, tools, or work process-based, to ensure the
resources are available during the execution of normal day-
to-day tasks, as well as for capital projects. The identifica-
tion of key resources ensures effective employee involve-
ment in the management system.

e Outline the general work processes and deliverables that
are required to properly manage risk.

Fig. 2. Consistency of performance related to human systems and manage-
ment systems.

resent little experience/training on the activities necessary to
achieve safe and reliable operation. The top corner would rep-
resent a high level of understanding, where a high percentage
of people know exactly what they need to do.

The diagram is divided into four quadrants that are
explained inTable 1 All of the quadrants except the one
labeled “sustainable” represent a combination of skill and
documented processes that often yield inconsistent perfor-
mance with relation to the implementation of protection
layers. Sustainable performance is achieved when important

The protective management system will be different at work processes are documented, personnel are trained on the
each company for many reasons, including variations in work processes, and compliance is expected and audited.
safety culture, resource loading, process age, and personnel
experienceFig. 2 shows the delicate balance that must be
sought between the management system and site personnd. Specific topics
capability. The horizontal orx*axis” is the degree of rigor
applied in the management system. The far left would rep-  Various policies, practices, and procedures must be devel-
resent no written management system, while the far right oped to support the protective management system. The
would represent a highly prescriptive system. The vertical degree of management system rigor should be sufficient to
or “y-axis” is a measure of the site personnel capability to support the required performance of each protective layer.
manage the risk themselves. The bottom corner would rep-For example, the modification of a safety instrumented

Table 1

Achieved performance within the labeled quadrant

Achieved performance (label) Explanation

Poor Personnel experience is low and there are few documented requirements.

Management inconsistency High level of fundamental understanding among personnel, yet there are few documented requirements. Performance
uncertain, because staff turnover could result in the loss of internal practices.

Human inconsistency The management system is highly prescriptive, but personnel are not trained on it and have difficulty understanding and
implementing it. Performance is uncertain, because the inconsistent application of the management system may cause many
problems.

Sustainable performance Personnel understanding of the principles behind safe and reliable operation is high and the work processes are document

to maintain consistency of implementation.
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system will often be covered by a more rigorous management  The degree of documentation review and the number of
of change procedure than a protective instrumented systenrequired verifications depends on the scope of work, includ-
installed to protect against asset risk only. The following pro- ing the protection layer complexity, personnel familiarity
vides an overview of six key topics that should be addressedwith the hardware and software systems, and the expertise

for each protective layer: of the project team members.

e competence of individuals; 33 Functional assessment

o verifications; o

* funcf_nonal assessments; ) IEC 61511 recommends that functional safety assess-
* coz'lgur.atlon management ments be executed at five stages of the SIS lifecycle. The
°ad |t'|ng, . Stage 3 assessment, which is after installation, commission-
e requirements for independent resources.

ing, and validation but prior to the introduction of hazards into
the process, is required by IEC 61511 and overlaps with the
3.1. Competence of individuals pre-start-up safety review that is required by many countries,
including Germany, the United Kingdom, and the United

The personnel responsible for various protective man- gtates.
agement system activities must have the fundamental edu-  Functional assessments should be considered at similar
cation and experience necessary to perform their assignedransition points in the protective management system to ver-
responsibility. Personnel should be trained in the work ify completion of the following phases: (1) design basis; (2)
processes associated with the protective management sysengineering; (3) installation, commissioning and validation;
tem and they must understand how to execute the tasks(4) operation basis; (5) modification. These assessments are
that are assigned to them. This ensures that operatorsessentially quality control checks intended to reduce system-
maintenance personnel, process engineering, I&E engineeratic errors by assessing available information and documen-
ing, and project management personnel understand what igation against the original design premise.
expected of them or how their actions affect the operation of  The degree of independence of the assessor is typically
the IPS. based on the complexity of the function and the integrity

As procedures are developed to support the protective requirement. For safety instrumented systems, at least one
management system, key skills and knowledge consideredperson should be assigned to the assessment team who has
important for the execution of the work processes and proce-experience in hazard and risk analysis, inherent safety, pro-
dures should be identified. These procedures can be used tgess safety and SIS design, operation, and maintenance. This
retain essential information, which is often kept informa”y person should be independent of the project team and obtain
by key individuals, within the organization. When staffing operations’ and/or management approval of the assessment
resources change, procedures are often the only means ofeam’s findings, i.e., that the found risk is tolerable to the
communicating the requirements and activities. company.

When project assignments are made, the required skills  peficiencies discovered during the functional assessment
and knowledge should be compared to the individual’s capa- should be prioritized and remedied in a timely manner. The
bilities. Lack of necessary, specific experience should be prioritization often varies dependent on the process risk,

addressed through training or mentoring programs. Compe-required engineering time, and opportunity for access to the
tent trainers and mentors should be identified and formally equipment.

assigned to monitor project or plant personnel activities,
as necessary. Specialized training should be considered, ag 4. Configuration management
necessary, to focus on responsibilities and activities at the

discipline or department level. Controlling configuration at this level requires not only
a detailed procedure, but also the expertise to make
3.2. Verification the replacement-in-kind assessment. For example, when a

replacement transmitter is purchased, it is likely that the soft-
Verification activities are quality control checks typically ware, and perhaps even, the hardware have been modified.
conducted by alternate members of a project team, depart-The transmitter may have the same root model number, butthe
ment, or company. Documentation should be comprehensi-version has changed. The original transmitter may no longer
ble and prescriptive enough for all personnel to understand.be available, but the manufacturer has a recommended sub-
Anyone responsible for a verification activity should have stitute. Configuration management requires a knowledgeable
sufficient skills and experience to review the information person to review the changes associated with the transmitter
collected and documentation generated to ensure work isto ensure that these changes will not affect the functionality,
consistent with expectations. For SISs, verifications would integrity, or reliability of the device in the installed appli-
be performed during the execution of each work process stepcation. This review includes assessment of the transmitter
shown inFig. 1 itself and assessment of the devices that the transmitter is
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connected to, especially those devices that are relying on athe protective management system, and the fundamentals of
signal from the transmitter. Manufacturers can assist with this appropriate design, installation, operation, maintenance, and
assessment by reporting how changes to the device affect thaesting.

functionality, integrity, or reliability.

3.5. Auditing 4. Why a protective management systems makes
good business sense

After the protective functions have been turned over to
plant operations, an audit should be conducted to verify ~ Protective management systems make good business
that the installed equipment is performing as intended dur- S€nse, because they are the most efficient way to achieve con-
ing operation and that the procedures are understood andfiStent, predictable results from the process unit. An effective
being used consistently. The initial audit should be conducted Management system uses a systematic approach to manage
within a short period of time after project completion to gather the entire protective layer lifecycle. Most companies have
lessons learned and to finalize the update of the operating andPolicies and procedures already in place for many of the life-
maintenance procedures. Then, audits should be conducteY¢le phases. The purpose of the overall system is to tie all of
atafrequency established by the owner/operator based on théhese policies and procedures into a comprehensive program
protective system complexity, the required integrity, and the that streamlines the processes and eliminates duplication of
number of changes made to the protective system. The audi€ffort: _ _ _
frequency should also take into account the site safety culture.  Using this approach, the process design, protective layer
Those sites that show poor performance related to the protecd€sign, operation, and maintenance procedures, training pro-
tive management system should be audited more frequentlydram, change management, and continuous improvement
to serve as a focal point for compliance improvement. activities are considered appropriately at each stage of the
project lifecycle and the operating process life. When the
management system incorporates quality control check-
points, verifications, and validations, the owner/operator has

Throughout the life of the protective systems, verifica- 9reater assurance that the design and construction of the
tions, functional assessments, and audits will be performed.Process achieves risk management goals and regulatory com-
Attimes, independence of the reviewer from the project team, Pliance. Thus, the implementation of a management system
unit management, plant management or facility managementshould have a positive effect on the process operation and

should be considered to ensure the practices being used ar@ffer significant benefits to owners/operators.
appropriate for the required risk reduction. Achieving safe and reliable operation requires resources

As previously stated, verifications generally involve O create a sustainable management system, to audit per-
review of project documents by an alternate member of the formance, and to initiate improvement in the management
project team, department, or company, who has an overallSystem or in personnel training, _vvhen necessary. It requires
understanding of the requirements. Verifications evaluate theCOmmitment from the top to provide the resources necessary
consistency of the input (scope) documents and the outputfor the effort and commitment from the bottom to make it
(deliverables). Project documents are reviewed to determineWork. . . )
whether the scope for the specific work process stepwas met, For more information on Protective Management Sys-
e.g., does the engineering design package meet the estae€ms, look for ‘Guidelines for Designing Safe and Reliable
lished design basis. Instrumented Protection Systems” Spring 2006 from the Cen-

In contrast, functional assessments are higher level ter for Chemical Process Saf¢8].
reviews of the overall risk management strategy being imple-
mented at the completion of a major project phase (e.g.,
front-end loading or detailed design) to determine whether it References
is consistent with the hazard and risk analysis and operational . _ .

. . . . . dl] |_nternat|onal Electrotechnical Commission (IEC), IEC 61511, Func-
needs. Likewise, audits d,etermme Whether the prlactlces. an tional Safety: Safety Instrumented Systems for the Process Sector,
procedures documented in the design and operating basis are geneva, Switzerland, 2003.
appropriate for the process risk. Functional assessment angp] Instrumentation, Systems, and Automation Society (ISA), IEC 61511,
audits often involve an independent reviewer, i.e., someone ISA TR84.00.04, Guidelines on the Implementation of ANSI/ISA
who is not part of the project team and does not report to _ 84.00-01-2004, Research Triangle Park, NC (2005).

iect t t This ind dent . n[3] Center for Chemical Process Safety, American Institute of Chemical
project team management. IS Independent reviewer ca Engineers, Project #159 Book, Guidelines Designing Safe and Reli-

be an employee of the company or a contracted third-party,  aple Instrumented Protective Systems (tentatively titled, anticipated
as long as the reviewer understands the process hazards, publication date Spring 20086).

3.6. Requirements for “independent” resources
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